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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
TINH QUANG TRI Péoc 1ap - Tu do - Hanh phiic
Sb: 35/2016/QD-UBND Quang Tri, ngay 29 thang 8 nam 2016
QUYET PINH

Ban hanh Quy ché dam bzo an toan, an ninh thong tin trong hoat dong
trng dung cong nghé thong tin cia cac co’ quan nha nwéc tinh Quang Tri

UY BAN NHAN DAN TiNH QUANG TRI

Can cir Ludt Té chirc chinh quyén dia phirong ngay 19 thang 6 ndm 2015;

Can cur Ludt An toan thong tin mang ngay 19 thang 11 nam 2015; Ludt Giao
dich dién twr ngay 29 thang 11 nam 2005; Ludt Cong nghé thong tin ngay 29 thdng 6
nam 2006; Ludt Ban hanh van ban quy pham phap ludt cua HDND, UBND ngay 03
thang 12 nam 2004,

Can cir Nghi dinh sé 64/2007/NP-CP ngay 10 thing 4 nam 2007 cia Chinh
phu vé ung dung cong nghé thong tin trong hoat dong co quan nha nuoc,

Xét dé nghi ciia Giam déc S¢ Théng tin va Truyén thong.
QUYET DINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché dam béo an toan, an ninh
thong tin trong hoat dong trng dung cong nghé thong tin ctia cidc co quan nha nudc
tinh Quang Tri.

Piéu 2. Quyét dinh nay c6 hiéu luc sau 10 ngay ké tir ngay ky.

~ Chanh Van phong UBND tinh; Giam déc cac So, Thu truong cac Ban nganh
cap tinh; Chu tich UBND cac huyénz thi xa, thanh pho va céc t6 chuc, ca nhan co lién
quan chiu trach nhiém thi hanh Quyét dinh nay./.
TM. UY BAN NHAN DAN
CHU TICH

Nguyén Pirc Chinh
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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
TINH QUANG TRI Péoc 1ap - Tu do - Hanh phiic
QUY CHE

Pam bao an toan, an ninh thong tin trong hoat dong ng dung cong nghé
thong tin cia cac co quan nha nwéc tinh Quang Tri
(Ban hanh kém theo Quyét dinh sé 35/2016/0D-UBND
ngay 29 thang 8 nam 2016 cua UBND tinh Quang Tri)

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh vé viéc dam bao an toan, an ninh thong tin trong hoat
dong ung dung cong nghé thong tin (CNTT) cia cdc co quan nha nudc tinh Quang
Tri, bao gdm: cong tic quan 1y dam bao an toan, an ninh thong tin mang; viéc ap
dung cac bién phap quan ly ky thuét, quan ly van hanh dam bao an toan, an ninh
thong tin d6i voi cac hé thong thong tin.

Piéu 2. Pdi twong ap dung

1. Quy ché nay duoc ap dung d6i véi cac co quan nha nudc trén dia ban tinh
Quang Tri, bao gém: cac co quan chuyén mon thugc UBND tinh va cac don vi su
nghiép truc thudc; cac don vi sy nghiép thudc tinh; UBND cac huyén, thi xa, thanh
phd; UBND céc xa, phudng, thi trdn (sau day goi tat 1a co quan, don vi).

2. Cén b0, cong chuc, vién chirc dang lam viéc trong cac co quan, don vi néu
tai Khoan 1 Bi€u nay va nhitng ca nhan, t6 chirc c6 lién quan &p dung Quy dinh nay
trong viéc van hanh, khai thac hé thong thong tin tai cac co quan, don vi.

Piéu 3. Muc dich, nguyén tic diam bdo an toan, an ninh théng tin

Viéc 4p dung Quy ché nay nhim giam thiéu duoc cic nguy co gdy mat an toan
thong tin va dam bao an ninh thong tin trong hoat dong ung dung CNTT cua cac co
quan, don vi.

Céc hoat dong ung dung cong nghé thong tin phai tuan theo nguyén tic dam
bdo an toan thong tin dugc quy dinh tai Diéu 4, Luat An toan thong tin mang; Diéu
41, Nghi dinh 64/2007/ND-CP ngay 10/4/2007 cua Chinh phu vé tng dung cong
ngh¢ thong tin trong hoat dong cua co quan nha nudc.

Piéu 4. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi day dugc hiéu nhu sau:

1. An toan thong tin sd: 1a thuat ngir dung dé chi viéc bao vé thong tin sd va cac
hé thong thong tin chong lai cac nguy co tu nhién, cac hanh dong truy cap, st dung,
phat tan, pha hoai, stra d61 va pha huy bat hop phap nhdm bao dam cho cac hé thong
thong tin thuc hién ding chirc ndng, phuc vu dung do61 tugng mot cach san sang,
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chinh xac va tin cdy. Noi dung cta an toan thong tin mang bao gdm bao vé an toan
mang va ha tang thong tin, an toan may tinh, dir li¢u va ung dung va dich vy cong
nghé thong tin.

2. Hé thong thong tin: la mot tap hop va két hop cac phan cimg, phdn mém, cac
hé thong mang truyén thong dugc xy dung va st dung dé thu thap, tao, tai tao, phén
phdi va chia sé cac dir liéu, thong tin, tri thirc nham phuc vu cho cac muc tiéu cua to
chuec.

3. An toan, an ninh thong tin: La ddm bao thong tin dugc bao mat, san sang va
toan ven.

4. Tinh tin cy: La dam béao thong tin chi c6 thé dugc truy cap boi nhitng ngudi
dugc cap quyén truy cap.

5. Tinh toan ven: La bao vé tinh chinh xéc, tinh diy du cta thong tin va cic
phuong phap xtr 1y thong tin.

6. Tinh sin sang: La dam bao nhiing ngudi dugc cip quyén co thé truy cap
thong tin va cdc tai li¢u c6 lién quan ngay khi c6 nhu cau.

7. Log File: La mdt tap tin dugc tao ra bdi mot may chu web hodac may chu
Proxy c6 chira tat ca thong tin vé€ cac hoat dong trén may chu do.

8. Firewall: La rao chan (phan ctmg, phan mém) dugc lap ra nham kiém soat
nguoi dung mang Internet truy nhap vao cac thong tin khong mong muodn va nguoi
dung tir bén ngoai truy nhap trai phép thong tin trong mang ndi bo.

9. Mbi truong mang bao gdom: Mang n6i bo (LAN); mang dién rong cia UBND

tinh, cia nganh (WAN) mang truyén sb liéu chuyén ding cua cic co quan Dang,
Nha nudc; mang riéng do (VPN), mang Intranet; mang Internet.

10. TCVN 7562:2005: Tiéu chuan Viét Nam vé ma thuyc hanh quan 1y an toan
thong tin.

11. TCVN ISO/IEC 27001:2009: Tiéu chudn Viét Nam vé quan 1y an toan
thong tin s0.

. . Chu’0’ng 11
QUY DINH PAM BAO AN TOAN AN NINH THONG TIN

Piéu 5. Diéu kién dam bao thwe hién nhiém vu an toan, an ninh théng tin

1. Céac co quan, don vi phai phd bién nhiing kién thtrc co ban vé an toan, an
ninh thong tin cho cén by, cong chiic, vién chuc trudc khi tham gia st dung céc hé
thong thong tin.

2. Céc co quan, don vi bd tri can bo, cong chire, vién chirc lam cong tac chuyén
trach hodc phu trach kiém nhi¢m vé€ cong ngh¢ thong tin phai thuong xuyén duogc dao
tao, boi dudng nghi¢p vu v€ an toan, an ninh thong tin.

3. Xac dinh va uu tién phan bd kinh phi can thiét cho cic hoat dong lién quan
dén viéc bao v¢ h¢ thong thong tin, thong qua viéc dau tu céac thiét bi tuong Itra, cac
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chuong trinh chong thu rac, virus may tinh trén hé thong may chu, may tram va céc
cong tac khac lién quan dén viéc bao dam an toan, an ninh thong tin.

4 Can bo, cong chirc, vién chtrc tham gia doan kiém tra céng tic dam bao an
toan, an ninh thong tin phai dugc trang bi day du nhiing kién thirc va dugce tap huan
hang nam vé cong tac ddm bao an toan, an ninh thong tin.

Piéu 6. X4y dung quy ché ndi by vé dam bio an toan, an ninh thong tin

Céc co quan, don vi phai xay dung, ban hanh quy chéﬁ ndi bo vé dam bao an
toan, an ninh thong tin; phai can cr cac ndi dung cua tiéu chuan TCVN 7562:2005 va
TCVN ISO/IEC 27001:2009 dé quy dinh 16 cac van dé sau:

a) Muc ti€u, pham vi, ddi tuong ap dung:

Quy dinh rd muc tiéu, pham vi, d6i tuong ap dung cta quy ché ndi bd: Phong
ban chuyén mon va don vi truc thudc.

b) Noi dung bao dam an toan thong tin:

- Néu 10 céc bién phap quan 1y k¥ thuat co ban cho cong tac an toan thong tin;
- Néu 10 céc bié€n phap quan 1y van hanh trong cong tac an toan thong tin;

¢) Quy dinh cu thé quyén va trach nhiém cua timg ddi twong:

- Quyén va trach nhiém cua lanh dao don vi;

- Quyén va trach nhiém cua lanh dao cap phong;

- Quyén va trach nhiém cua can bo, cong chirc, vién chic 1am cong tac chuyén
trach vé cong nghé thong tin (CNTT);

- Quyén va trdch nhi€ém cua cén bg, cong chuc, vién chuc thuc hién cong tac
dam bao an toan thong tin;

- Quyén va trach nhiém cua nguoi sir dung.

d) Quy dinh vé cap phat, thu hoi, cap nhat va quan 1y cac tai khoan truy cp vao
hé thong thong tin:

- Néu 6 quy dinh vé cap phat, thu hodi, cap nhat va quan 1y céc tai khoan truy
cap vao tung h¢ thong thong tin.

d) Quy dinh vé cong tac bdo v€ bi mat nha nudc vé an toan thong tin trén moi
truong mang.

e) Co ché sao luu dit lidu, co ché thong tin, bao céo va phdi hop khic phuc su

- Néu 13 co ché sao luu dit lidu, co ché thong tin;
- Néu rd ndi dung bao céo va phdi hop khic phuc su cb.
g) Theo doi, kiém tra, théng ke, té)ng hop, bdo cdo theo dinh ky va dot XUAt:

- Néu 13 viéc theo di, thoi gian kiém tra cac hé théng thong tin;
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- Néu 15 viée thdng ké, tong hop, bao céo theo dinh ky va dot xuit.
h) Khen thudng, ky luat:

- Cac hinh thuc khen thuong, ky luat.

1) T churc thuc hién:

- Céch thtrc t6 chuc thuc hién.

Piéu 7. Trang thiét bi va ha ting cong nghé thong tin

1. Phong may chu cta cac co quan, don vi:

- Céc thiét bi mang quan trong nhu tudng lira (Firewall), thiét bi dinh tuyén
(Router), hé théng may chu... phai duoc dit trong phong may chi va co cac bién
phap bao v¢, ngén chén xam nhap trai phép vao phong may chii. La khu vuc han ché
tiép can va duoc lap dat hé théng Camera giam sat. Phong may chu phai c6 h¢ thong
may phat dién, h¢ thong luu dién du cong suat dé dam bao duy tri hé thong thiét bi va
may chu dugc hoat dong lién tuc;

- Chi nhiing nguoi cé trach nhiém theo quy dinh ctia Thu trudng co quan méi
duoc phép vao phong may chu. Qua trinh vao, ra phong may chu phai dugc ghi nhan
vao nhat ky quan 1y phong may chu;

- Bb tri can bo, cong chtrc, vién chic ¢6 nang luc chuyén mon cao dé quan ly,
van hanh phong may chu va duy tri ché do truc 24/7 dé dam bdo an toan thong tin
mang.

2. May chu:

Céu hinh may chu phai di manh dé dap mg cong viéc. May chu cua cac co
quan chi dung dé trién khai phan mém hé thong, cac dir licu luu trir can thiét va cac
phan mém chdng virus, ngoai ra khong duoc cai thém bat cir phan mém khac.

3. Thiét bj chéng sét, phong chay, chita chay:

Cac co quan phai l,ép dit thiét bi chdng sét, trang bi thiét bi phong chay, chira
chay dé bao v€ cac hé thong cong nghé thong tin.

4. Thiét bi chuyén mach (Switch):

Thiét bi chuyén mach mang tin hoc cta cac co quan phai dam bao kha ning
cung cap cac chirc ning quan tri nhim tang cuong do an toan va bao mat cho h¢
thong mang nhu: Cung cap kha nang tu chéi cac ket nbi khong mong mubn hay trai
phép vao hé thong va khdng ché sb luong két ndi vao hé thong mang ndi bo thong
qua thiét bi chuyén mach. Phai c6 it nhat 01 thiét bi chuyen mach hd trg dinh tuyén
IP cho mdi mang ndi bd, hd tro chirc ning diéu khién truy cap, chitc niang xac thuc
thiét bi, xac thuc nguoi st dung va chirc nang bao mat quan tri mang.

5. Tuong Ita (Firewall):

Cac co quan phai xay dung tuong lira dam bao cac yéu cau gom kha nang xir 1y
duoc sb lu’(mg két nbi ddng thoi cao va chiu duoc thong luong cao, hd tro cac cong
nghé mang riéng 4o thong dung va cé phan ctimg ma hoa tich hop dé tang kha nang
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ma hoa dit li¢u, cung cap day du céc co ché bdo mat co ban, quan 1y ludng dir licu ra,
vao va c6 kha nang bao v€ h¢ thong trudc cac loai tan cong tir choi dich vu.

6. Trong qua trinh dau tu mua sdm thiét bi CNTT, cac phin mém tng dung di
keém can luu y dén xuat xr hang hoa d€ ddm bao an toan, an ninh thong tin mang.

Piéu 8. Quy dinh vé quan tri phan mém ing dung

Trong qua trinh dau tu, thiét ké, xdy dung, nang cdp cac phan mém hé thong,
cac phan mém ung dung dung chung trong cac co quan nha nudc phai dap ung yéu
cau quan tri, van hanh ddm bao an toan, an ninh thong tin mang.

1. Quan ly tai nguyén: Can bg, cong churc, vién chic lam cong tac quan tri
mang c6 trach nhiém kiém tra, giam sat chirc nang chia sé thong tin; to chic cap phat
tai nguyén trén may cha theo danh muc thu muc cho ting phong/ban; khuyén céo
nguoi dung can nhic viée chia sé tai nguyén cuc bd trén may dang str dung, tuyét dbi
khong dugc chia sé toan bd b cing. Khi thyc hi¢én chia sé tai nguyén trén may chu
hoac trén may cuc bd phai str dung mat khau dé bao vé thong tin.

2. Quan ly dang nhap hé thng: Céc hé théng thong tin can gi6i han s 1an diang
nhap vao hé théng. Hé thong twr dong khoa tai khoan hodc c6 lap tai khoan khi lién
tuc dang nhap sai vuot qua sb lan _quy dinh. T6 chirc theo ddi, giam sat tat ca cac
phuong tién dang nhap tir xa; yéu cau ngu’(n su dung dit mat khau v6i d6 an toan cao,
giam sat, nhic nho, khuyén céo nén thay d6i mat khau thuong xuyén.

3. Quan ly tai khoan: Cac tai khodn va dinh danh nguodi dung trong cac h¢
thong thong tin, bao gdm: tao mdi, kich hoat, stra ddi va loai bo cac tai khoan, dong
thoi to chirc kiém tra cac tai khoan cua hé théng thong tin it nhit 6 thang/lan théng
qua céc cong cu cua hé théng. Huy tai khoan, quyén truy cap hé théng di véi can bo,
cong chtrc, vién chirc da chuyén cong tac hoic thdi viéc.

4. Quan 1y nhat ky (Log file): Hé thong thong tin phai ghi nhan cac sy kién
nhu: Qua trinh ding nhép vao hé thdng, cac thao tac cdu hinh hé théng. Thuong
xuyén kiém tra, sao luu cac Log file theo timg thang dé luu vét theo ddi, xac dinh
nhimg su kién da xay ra cta hé théng va han ché viéc tran Log file gdy anh hudng
dén hoat dong cua hé théng.

5. Phong chéng md doc, virus: Trén cac mdy chu, cac thiét bi di dong trong
mang va h¢ thong thong tin phai cai dat phan mém chong virus, thu rac phu hop dé
phat hi¢n, loai trr ma ddc, virus va cai dat cac phan mém nay trén may tram.

6. Quan ly cai dat: Can bg, cong churc, vién chirc 1am cong tic chuyén trach
CNTT c6 trach nhiém kiém tra, cai dat va chiu trach nhiém vé muc do an toan, bao
mat cdc phan mém wtng dung phuc vu cong tdc chuyén nganh tai cdc may tinh cong
vu cua can bd, cong churc, vién chuec.

7. Xung dot phan mém: Trong qua trinh thiét ké, nang cap cac phan mém

chuyén nganh phai dam bdo tuong thich va tich hcrp duoc véi cac phan mém dung
chung dam bao tranh dugc cac xung dot va gdy mat an toan thong tin.
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Picu 9. Bio vé bi mat nha nwée trong hoat dong ing dung CNTT
1. Quy dinh vé soan thao, in 4n, phat hanh va sao chup tai liéu mat:

a) Khong dugc st dung may tinh ndi mang Internet dé soan thao vin ban,
chuyén giao, luu trit thong tin c6 ndi dung thudc bi mat nha nude theo danh muc quy
dinh; cung cép tin, tai liéu va dua thong tin bi mat nha nudc trén Céng/Trang thong
tin dién tur;

b) Khong duogc in, sao chup tai liéu bi mat nha nudc trén céc thiét bi két ndi
mang internet.

2. Khi sira chita, khic phuc cac sy c¢d cua may tinh dung soan thao van ban mat,
cac co quan phai bao cdo cho co quan c6 tham quyén. Khong duoc cho phép cic
cong ty tu nhan hodc ngudi khong c6 trach nhiém truc tiép sta chita, xir 1y, khic
phuc su cd.

3. Trudc khi thanh ly cac mdy tinh trong cdc co quan nha nudc; can bo, cong
chire, vién chirc lam cong tac chuyén trach cong ngh¢ thong tin phai dung cac bién
phap k¥ thuat xo4 bo vinh vién dir liéu trong 6 crng may tinh.

Piéu 10. Quan Iy, vin hanh hé thong théng tin clia co quan, don vi

1. Hé théng thong tin cua cac co quan, don vi phdi ¢6 co ché sao luu dit liéu &
muc hé théng, dwr li¢u cua cac ung dung, dit li€u cua nguoi st dung; co ché sao luu
dir liéu phai dugc thuc hi¢n thuong xuyén; thiét bi luu trit dir liéu duoc sao luu phai
dam bao yéu cau k¥ thuat; dir liéu dugc sao luu phai dam bao tinh sén sang va toan
ven dap ung yéu cau phuc hoi dir liéu cho hé théng thong tin hoat dong binh thudng
khi c6 su cb xay ra.

2. Hé théng thong tin cla cic co quan, don vi phai dugce trién khai co ché bao
mat, an toan thong tin bang céac thiét bi phan cing va phan mém phu hop voi quy mod
cua don vi.

3. Hé théng thong tin ctia cac co quan, don vi (nhu hé théng thu dién tu, hé
thong thong tin diéu hanh tac nghiép ndi bo...) phai c6 co ché giéi han mot s hiru
han 1an dang nhap sai lién tiép. Néu lién tuc dang nhap sai vuot qua sb lan quy dinh
thi hé thdng s& ty dong khoa hoidc co lap tai khoan trong mot khoang thoi gian nhat
dinh trude khi tiép tuc cho dang nhap.

4. Hé théng thong tin cua cac co quan, don vi phai duoc trién khai chtc ning
giam sat truy cap tir ngoai vao hé thdng, tir hé thong giri ra bén ngoai; ghi lai nhat ky
(Log file) ra, vao hé théng dé phuc vu cong tac khic phuc sy ¢, diéu tra, phan tich va
lam 1 cac nguy co gy ra mat an toan, an ninh thong tin; chirc nang khong cho ngudi
dung truy cap mot sb Website khong pht hop véi quy dinh hién hanh.

5. Hé thong mang khong day (Wireless) clia cac co quan, don vi phai dugc thiét
1ap khoa khi truy cap voi toi thiéu 8 ky tu. Phai trién khai cc giai phap phong chéng
xam nhap, tin cong mang WLAN (mang cuc bd khong ddy) cua cac co quan, don vi.
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6. Mang riéng 4o (VPN) cua cic co quan, don vi két ndi dé truy cap vao h¢
thong thong tin phai dugc bao mat; quan ly va kiém soat chat ch€ cac két noi; huy bo
két n61 khi khong con sir dung.

7. Tét ca céc tai khoan truy cap vao hé théng may chu, thiét bi mang, may tinh,
cac ung dung phai dugc thiét 1ap mat khau; mat khau phai dugc dat & muc bao mat
cao (sé lugng ky tu va ndi dung cia mat khrflu); méat khau c6 toi thiéu 8 ky tu bao
gdm chit hoa, chit thuong, chit s6 va ky tu dic biét; phai thuong xuyén thay doi mat
khau véi tan suit phu hop; danh sach tai khoan phai duoc quan 1y, kiém tra va cip
nhat; quyén truy cdp cta tai khoan phai duogc thiét 1ap phu hop cho timg d6i tuong.

Dieu 11. Can b, cong chirc, vién chirc lam cong tac chuyén trach vé cong
nghé thong tin ciia co quan, don vi

1. Pugc dam bao diéu kién vé dao tao, bdi dudng, hoc tap, nghién ctru, tiép thu
kién thtrc, ky thuét va cong ngh¢ mdi doi voi linh vuc an toan, an ninh thong tin.

2. Quan Iy chit ché& viéc di chuyén cac trang thiét bj cong nghé thong tin luu trix
cac thong tin thudc danh muc bi mat nha nuédc.

3. Thyc hién cép phat, thu hoi, cAp nhat va quan 1y tit ca cac tai khoan truy cp
vao h¢ thong thong tin cua don vi; hudng dan nguoi st dung thay d6i mat khau ngay
sau khi dang nhap lan dau tién; bao v€ thong tin cua tai khoan theo quy dinh.

4. Trién khai ap dung cac giai phap téng thé dam bao an toan, an ninh théng tin
mang trong toan h¢ thong, trién khai cac giai phap ky thuét phong chéng virus, ma
doc hai, thu rac cho hé théng va may tinh ca nhan; kiém soat va co giai phap k¥ thuat
chéng truy cap trai phép vao hé thong thong tin.

5. Thuong xuyén cap nhat cac ban va 161 doi voi hé thong, cap nhat cac phién
ban mdi doi voi1 chuong trinh chong virus.

6. Thuong xuyén sao luu dir liéu theo quy dinh; kiém tra dit liéu sao luu phai
dam bdo tinh san sang, tin cay va toan ven.

7. Thuong xuyén thuc hién phan tich, danh gid va bao c4o céac rui ro va nguy co
gdy mit an toan, an ninh thong tin di v6i hé thdng thong tin cua don vi; nguyén nhan
gy ra cac rii ro va nguy co gdy mat an toan, an ninh thong tin mang bao gdm: Hién
tuong tu nhién (nhi¢t d9, khong khi, mua bao, sét), truy cap trai phép, virus, cd y lam
thay doi thong s6 cdu hinh hé thng va pha hay dir liéu. Pong thoi tham muu va xay
dung phuong an han ché, khic phuc cac rii ro va nguy co co thé xay ra.

Diéu 12. Gidi quyet va khac phuc sw co an toan, an ninh thong tin
1. 61 véi nguoi st dung:
a) Thong tin, bao cao kip thoi cho can by, cong churc, vién chirc 1am cong tac

chuyén trach vé CNTT cta co quan, don vi khi phat hién cac su c6 gy mat an toan,
an ninh thong tin mang trong qua trinh tham gia vao h¢ thong thong tin cta don vi;

b) Phéi hop tich cuc trong sudt qué trinh giai quyét va khac phuc su cd.



CONG BAO/S6 16+17+18/Ngay 20-9-2016 63

2. P61 vbi can bg, cong chuc, vién chiic lam cong tac chuyén trach veé cong
ngh¢ thong tin:

oy Xuly lghrfln cap: Khi phat hién hé théng ndi bo bi tin cong, thong qua cac
dau hiéu nhu luong tin (Traffic) tdng 1én bat ngo, ndi dung bi thay doi, hé thong hoat
dong cham bat thuong can thuc hi¢n cac budc co ban sau:

Budc 1: Ngat két ndi may chi ra khoi mang.

Budc 2: Sao chép nhat ky (Log file) va toan bo dit liéu ctia hé thng ra thiét bi
luu trit.

‘Budc 3: Khoi phyc lai hé thdng bang cach chuyén dir liéu sao luu mdi nhét dé
hé thong hoat dong trd lai binh thuong.

Lap bién ban ghi nhan su ¢ gay ra mt an toan, an ninh thong tin ddi vOi h¢
théng thong tin cia co quan, don vi; dong thoi thu thap cac chung ctr, dau vét va
nguyen nhan gay ra sy co (néu co) ddng thoi bao cdo su cd va két qua khic phuc su
c6 cho Thu trudng co quan, don vi.

b) Trong trudong hop phat hién su c¢b xay ra ngoai kha ning giai quyét cua co
quan, don vi phai bao cao ngay cho co quan cép trén quan ly tryc tiép va So ' Thong
tin va Truyén thong dé duoc hd tro, hudng dan va phdi hop khic phuc sy cb; dong
thoi tham muu vin ban béo cdo sy ¢b giri S Thong tin va Truyén théng, Cong an
tinh va cac don vi ¢6 lién quan.

3. S& Thong tin va Truyén thong:

a) Quyét dinh toan dién vé mat ky thuat dbi véi cac co quan, don vi trong qua
trinh khac phuc su c6 v€ an toan, an ninh thong tin;

b) Chi dao Trung tdim CNTT va Truyén thong nhanh chéng hd trg, phéi hop va
hudng dan céc co quan, don vi khac phuc sy ¢c6 mat an toan, an ninh thong tin;

¢) Yéu cau ngung hoat dong mot phan hodc toan bo hé thong thong tin cia cac
co quan, don vi nham phuc vu cong tac khic phuc su ¢ an toan, an ninh thong tin;

d) Phdi hop véi Cong an tinh trong diéu tra 1am rd cac nguyén nhan giy ra su
cb mat an toan, an ninh thong tin;

e) Trong truong hop su cd xay ra c6 pham vi rong, anh hu’ong va lién quan dén
nhiéu nganh, nhiéu linh vyc phai thong bao khan cip va xin y kién chi dao
ctia UBND tinh, Bo Théng tin va Truyén thong.

] . _Chuong I1I
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 13. Trach nhiém ciia S& Thong tin va Truyén thong

1. Chiu trach nhiém toan dién truéc UBND tinh vé cong tac dam bao an toan,
an ninh thong tin trong hoat dong trng dung cong nghé thong tin clia cac co quan nha
nudc trén pham vi toan tinh.

2. Thyc hién cong tdc tham muu UBND tinh ban hanh:



64 CONG BAO/S6 16+17+18/Ngay 20-9-2016

a) Van ban chi dao, ké hoach, dé€ an nham dam bao an toan, an ninh thong tin;

b) Thanh 14p doan kiém tra lién nganh vé dam bao an toan, an ninh thong tin
mang trong hoat dong ing dung cong nghé thong tin trong cac co quan nha nudc.

3. Hang nam, t6 chtrc dio tao chuyén siu vé an toan, an ninh thong tin mang
cho can bg, cong chirc, vién chirc; nhét 1a d6i tuong can bg, cong chirc, vién chuc lam
cong tac chuyén traich CNTT nham dam bao an toan, an ninh thong tin mang ctia cac
co quan, don vi.

4. Thuc hién nhiém vu canh bdo vé nguy co hoac sy c6 mat an toan, an ninh
thong tin.

5. TH chtrc Hoi nghi, H61 thao chuyén dé vé an toan, an ninh thong tin.

6. Phdi hop voi Trung tam Ung ctru khan cip may tinh Viét Nam (VNCERT)
va cac don vi ¢o lién quan trong thuc hién nhi¢m vu dam bao an toan, an ninh thong
tin mang.

7. Phéi hop véi Cong an tinh va cac co quan, don vi ¢6 lién quan t6 chirc doan
kiém tra v€ an toan, an ninh thong tin mang dé kip thoi phat hién, xtr 1y cac hanh vi vi
pham theo tham quyén quy dinh.

8. Chu dong hudng dan cac co quan, don vi xdy dung quy ché ndi bo, hd tro ky
thuat, noi dung, thoi gian bao cdo cong tac ddm bao an toan, an ninh thong tin.

9. Tong hop bao cao va thong bao vé tinh hinh an toan, an ninh théng tin mang
theo dinh ky cho B6 Thong tin va Truyén thong, UBND tinh va céc co quan, don vi
c6 lién quan.

10. T6 churc thuc hién viéc ti€p nhan va xur ly cac su cd vé an toan thong tin.
Dieu 14. Trach nhiém cia cac co quan, don vi

1. Thu truéng cac co quan, don vi ¢6 trach nhiém tuyén truyén, nang cao nhan
thue cho can bg, cong chire, vién chuc vé cac nguy co mat an toan, an ninh hé thong
thong tin; to churc trién khai thuc hién cac quy dinh tai Quy ché nay va chiu trach
nhi¢m trudc UBND tinh trong cong tdc ddm bdo an toan, an ninh thong tin cua co
quan, don vi minh.

2. Thuc hién va chi dao can bd, cong chuc, vién chuce thude tham quyén quan ly
thuc hién nghiém tic Quy dinh nay.

3. Cu can b, cong chire, vién chic 1am cong tac chuyén trach vé cong nghé
thong tin tham gia cac khda dao tao, boi dudng chuyén mon trong linh vuc an toan,
an ninh thong tin mang.

4. Dau tu cac thiét bi phan cimg, phan mém lién quan dén cong tac dam bao an
toan, an ninh thong tin.

5. Khi ¢6 sy ¢d hoidc nguy co mat an toan thong tin phai kip thoi chi dao khic
phuc ngay; uu tién st dung cén bd, cong chirc, vién chirc lam cong tac ky thuat
chuyén trach trong co quan, don vi va thong bdo bang van ban cho S& Thong tin va
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Truyén thong, co quan cap trén quan 1y truc tlep biét. Truong hop khong khic phuc
dugc thi phoi hop voi S¢ Thong tin va Truyén thong hodc co quan cap trén quan 1y
dé duoc huéng dan, hd tro.

6. Phdi hop chit ché vdi co quan Cong an trong cong tac phong nglra, ddu
tranh, ngan chan cac hoat dong vi pham an toan, an ninh théng tin. Tao diéu kién
thuan 191 cho cac co quan chic nang tham gia khéc phuc su ¢ va thuc hién ding
theo huéng dan.

7. Phéi hop véi doan kiém tra dé trién khai cong tac kiém tra khic phuc su cd;
dong thoi cung cap day du cac thong tin khi doan kiém tra yéu cau.

8. B4o c4o tinh hinh va két qua thuc hién cong tdc ddm bao an toan, an ninh
thong tin tai co quan, don vi va g vé S& Thong tin va Truyén thong dinh ky hang
nam (trudc ngay 15 thang 12).

Pieu 15. Trach nhiém cida can bg, cong chire, vién chirc trong cac co quan,
don vi

1. Trach nhi¢m cua can bg, cong chirc, vién chirc lam cong tac chuyén trach
cong ngh¢ thong tin:

a) Chiu trach nhiém trién khai cac bién phap quan 1y van hanh, quan 1y k¥ thuat
va tham muu xay dung cac quy dinh vé ddm bdo an toan, an ninh thong tin mang cho
toan bd hé thong thong tin cuia don vi minh theo ndi dung Quy ché nay;

b) Chu dong phdi hop véi ca nhan, don vi cé lién quan trong viéc kiém tra, phat
hién va khac phuc sy ¢6 vé an toan, an ninh thong tin;

c¢) Tuan thu theo sy hudng dan ky thuat cia S& Thong tin va Truyén thong
trong qua trinh khic phuc su ¢b vé an toan, an ninh thong tin.

2. Trach nhiém cua can bg, cong chuc, vién chirc tham gia sir dung va khai thac
hé thong thong tin:

a) Nghiém tac thuc hién cac ndi quy, quy ché, quy trinh ndi bo vé dam bao an
toan, an ninh thong tin mang ctia don vi cling nhu cac quy dinh khac ctua phap luat vé
ndi dung nay;

b) Khi phat hién nguy co hoic su ¢ mat an toan, an ninh thong tin mang phai
bao cédo kip thoi cho can bo, céqg chuc, vién chuc lam cong tac chuyén trach cong
ngh¢ thong tin cua don vi minh dé kip thoi ngan chan va xr ly;

¢) Nang cao y thirc canh giac va trach nhiém vé an toan, an ninh thong tin.

) Chuong IV
KIEM TRA CONG TAC PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 16. K¢ hoach kiém tra hang nim

1. S& Thong tin va Truyen thong chu tri, phdi hop véi Cong an tinh va cac don
vi co lién quan tién hanh kiém tra cong tac dam bao an toan, an ninh thong tin dinh
ky hang nim d6i véi cac co quan, don vi.
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2. Tién hanh kiém tra dot xuét cac co quan, don vi khi phat hién c6 dau hiéu vi
pham an toan, an ninh thong tin.

Piéu 17. Quan hé phdi hop va trach nhiém ciia cic nganh lién quan
1. S& Thong tin va Truyén théng co trach nhiém:

a) Chu tri, phdi hop véi cac co quan chic ning lién quan dé thanh lap Poan
kiém tra cong tdc dam bao an toan, an ninh thong tin, trién khai va bao cdo két qua
kiém tra cho UBND tinh;

b) Tuyén truyén cong tic an toan, an ninh thong tin cho cic co quan, don vi
trén dia ban tinh.

2. Cong an tinh c6 trach nhiém:

a) Phoi hop SO Thong tin va Truyén thong kiém tra cong tac an toan, an ninh
thong tin;

b) Piéu tra va xu 1y cac trudng hop vi pham an toan, an ninh thong tin theo
tham quyén.

3. Trach nhi€m céc co quan lién quan:

a) Ctr can bg, cong chuc, vién chtrc chuyén trach tham gia Poan kiém tra, danh
gia cong tac an toan, an ninh thong tin khi c6 yéu cau;

b) Phéi hop xdy dung cac tiéu chi va quy trinh k¥ thuat kiém tra céng tac an
toan, an ninh thong tin trén dia ban tinh.

) Chuong V
TO CHUC THUC HIEN

Piéu 18. Khen thwéng va xir Iy vi pham

1. Hang nam, So Thong tin va Truyén thong dua trén cac diéu tra, bédo cao cong
tac an toan, an ninh thdng tin ctia cadc co quan, don vi dé 1ap bang xép hang an toan,
an ninh thong tin, dé xuat UBND tinh xem xét khen thudong theo quy dinh.

2. Céac co quan, don vi, ca nhan c6 hanh vi vi pham Quy ché nay, ty theo tinh
chat, mic d vi pham ma bi xtr 1y theo quy dinh.
Diéu 19. Diéu khoan thi hanh
S& Thong tin va Truyén thong hudng dan trién khai thuc hién Quy ché nay.
Trong qua triph thuc hién, néu c¢é Vqéng mc, "ph;it sinh, cac co quan, don vi
kip thoi phan anh vé S¢ Thong tin va Truyén thong dé tong hgp, bao cao UBND tinh
xem x¢€t stra doi, bo sung Quy ché cho phu hop./.

™. UY BAN NHAN DAN
CHU TICH

Nguyén Pirc Chinh
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Phu lucso I
CAC BUOGC CO BAN PE XAY DUNG KHUNG QUY CHE NOI BO PAM
BAO AN TOAN THONG TIN TRONG HOAT PONG UNG DUNG
CONG NGHE THONG TIN
(Ban hanh kém theo Quyét dinh sé 35/2016/0D-UBND
ngay 29 thang 8 nam 2016 cua UBND tinh Quang Tri

Budéc 1. Lap Ké hoach bio vé an toan thong tin cho hé thong thong tin:

a) Thanh lap bo phan, t6 quan 1y an toan thong tin;

b) Xay dung dinh hudng co ban cho cong tac ddm bao an toan thong tin, trong
do6 chi ro:

- Muc dich ngin han, trung han va dai han;

- Phuong hudng va van ban phap quy, tiéu chuan can tuan tha va tham khao;

- U lugng nhén lyc va kinh phi dau tu.

¢) Lap Ké hoach xay dung hé thong bao vé an toan thong tin:

- Xac dinh va phan loai cac nguy co gay su cd an toan thong tin;

- Ra soat va 1ap danh sach cac d6i twong can duge bao vé véi nhirg mo ta day
du vé: Nhiém vu; Chuc nang; Murc d§ quan trong va céac dac diém doi tuong (phan
mém, phan cing...);

- Xay dung phuong an bao dam an toan cho cac d6i tuong trong danh sach can
dugc bao vé: nguyén tdc quan 1y, van hanh: cac giai phap bao vé va khic phuc su
ch...

- Lién lac va hop tac chat ch& véi S& Thong tin va Truyén thong, Cong an tinh
cling nhu cic co quan, to chitc nghién ctru va cung cip dich vu an toan mang;

- Lap ké hoach du tri kinh phi dau tu cho hé thong bao vé.

Buéc 2. Xay dung hé thong bao vé an toan thong tin:

- T6 chtrc ddi ngil can bd, cong chirc, vién chirc chuyén trach vé cong nghé
thong tin; can bg, cong chirc, vién chirc thuc hién cong tdc ddm bao an toan thong tin
da nang luc dam bao an toan thong tin cho cac hé thong thong tin;

- Xay dung hé théng bao vé an toan thong tin theo ké hoach.

Buwéc 3. Quan 1y va van hanh hé thong bao vé an toan théng tin:

- Van hanh va quan 1y chit ché phan cing, phan mém theo quy dinh da dit ra;

- Khi phat hién su ¢d can nhanh chéng xac dinh nguyén nhan, tim bién phap
khic phuc va bao cdo su ¢b cho cic co quan chirc ning;

- Cai dat day du, thudng xuyén cap nhat phan mém, cac ban va 15i theo hudng
dan cua nha cung céap, thuong xuyén thay d6i mat khau, str dung mat khau véi do an
toan cao.

Budéc 4. Kiém tra danh gia hoat dong ciia hé thong an toan thong tin:

- Thuong xuyén kiém tra giam sat cac hoat dong cua h¢ théng bao vé an toan
thong tin néi riéng ciing nhu toan bo hé thong thong tin néi chung.

- Bao c4o tong két tinh hinh theo dinh ky va dot XUAt.

Budc 5. Bao tri va nang cap hé thong bdo v¢ an toan thong tin:

Thuong xuyén klem tra, bao tri hé thong bao vé an toan thong tin. Can nhanh
chong mé rong, nang cip hodc thay thé khi can thiét.
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Phu luc s6 II
KHUNG QUY CHE NOI BQO PAM BAO AN TOAN THONG TIN TRONG
HOAT PONG UNG DUNG CONG NGHE THONG TIN
(Ban hanh kém theo Quyét dinh sé 35/2016/0D-UBND
ngay 29 thang 8 nam 2016 cua UBND tinh Quang Tri

1. Muc ti€u, pham vi, doi tuong ap dung:

Quy dinh 0 muc ti€u, pham vi, doi tuong ap dung cua quy ché ndi bo: Phong,
ban chuyén moén va don vi truc thude.

2. Noi dung bao dam an toan thong tin:

- Néu 10 céac bié€n phap quan 1y k¥ thuat co ban cho cong tac an toan thong tin;

- Néu rd céc bién phap quan ly van hanh trong cong tac an toan thong tin;

3. Quy dinh cy thé quyén va trach nhiém cua timg d6i tuong:

- Quyén va trach nhiém cua lanh dao don vi;

- Quyén va trach nhiém cua lanh dao cip phong;

—‘Quyén va trach nhiém cua can bg, cong chirc, vién chic lam cong tac chuyén
trach vé CNTT;

- Quyén va trach nhiém cua can bo, cong chirc, vién chirc thuc hi¢n cong tac
dam bao an toan thong tin;

- Quyén va trach nhiém cia ngudi sir dung.

4. Quy dinh vé cap phat, thu hoi, cp nhat va quan 1y cac tai khoan truy cp vao
h¢ thong thong tin:

Néu r6 quy dinh vé cap phat, thu hdi, cap nhat va quan 1y cac tai khoan truy cép
vao tung h¢ thong thong tin.

5. Quy dinh vé cong tac bao v¢ bi mat nha nudc vé an toan thong tin trén moi
truong mang.

6. Co ché sao luu dit liéu, co ché thong tin, bao céo va khéc phuc su cd:

- Néu rd co ché sao luu dit lidu, co ché thong tin;

- Néu 6 ndi dung bao céo va phdi hop khac phuc su cb.

7. Theo ddi, kiém tra, théng ke, téng hop, bao cdo theo dinh ky va dot Xut:

- Néu rd viéc theo doi, thot gian kiém tra cac hé théng thong tin;

- Néu 16 viéc thong ké, tong hop, bao céo theo dinh ky va dot xuat.

8. Khen thuong, ky luat:

Cac hinh thtrc khen thudéng, ky luat.

9. T6 chirc thuc hién:

Céach thirc t6 chirc thyc hién.
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Phu luc s6 11
MAU BAO CAO SU CO
(Ban hanh kém theo Quyét dinh s6 35/2016/0D-UBND
ngay 29 thang 8 nam 2016 cua UBND tinh Quang Tri

UBND TINH QUANG TRI CONG HOA XA HQI CHU NGHIiA VIET NAM
TEN PON VI Déc 1ap - Tu do - Hanh phic

Quang Tri, ngay  thdng nam 20...

BAO CAO SU CO THANG/NAM.........

1. Thong tin chung
Dai di€n 1anh GA0: .....oooiiiii s
TN CO QUAN: ..eiiiiiiiiiiie ettt et e e e et e e e esaaae e e e eseraeeesennnnneeas
E-mail CoO qQUAN: ...oooiiiiieeeeee e
Dign thoai CO QUAN: ...c.viiiiiiiiiicecceeeeee e e
2. Thong tin vé su co:
S6 lugng may chu bi su cb: ........ may
a) Hé diéu hanh:
L1 Windows phi€n DAN: .........cccoovieiiiiiiiiiiiicieceeee e
L] LinuxX phi€n DAN: .....ocooiiiiiiiiiiciececeeeeee e
L1 Ubuntu phi€n DAN: .....cooviiiiiiieieceeceeee e
L1 KRAC: .ottt ettt eeta et e esaebeenseeae e
b) Chirc nang clia MAY ChUL ..ocoevviiiiieeeeeeeee e
¢) Thoi gian xay ra sy cd: ........ gi0.....phat, ngay.....thang.....nam...........

d) MO t4 SO DO VE S CO: evveeeiiieeeiiieeeiieeeetee et etre e et e e e ve e e eeae e e aaeeenneas

........................................................................................................................

e) Céc dich vu ¢ trén may chu:

1 Web server [1 Mail server [1 Database server
L1 FPT server [1 Proxy server [1 Application server
Di1ch VU KNAC: ..oooiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e

f) Céch thuc phat hién:
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[0 Ngudi dung cudi [0 Quan trj hé thdng
[0 Qua hé théng IDS/IPS [0 Kiém tra Log File
O Kiém tra dudng truyén [0 Cong ty, to chirc tur van
KRAC: o e e e
g) Cac bién phap da xu 1y khi gip su cb:
[0 Khong lam gi ca O Ty xt ly
[0 B4o céo cdp trén [0 Hb tro tir S& Thong tin va Truyén thong
00 HO trg tr VNCERT
KINAC: e e
Noi nhin: THU TRUONG DON VI
-SoTT & TT;

(Ky tén va déng ddu)
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Phu luc s6 IV
MAU BAO CAO TINH HINH AN TOAN THONG TIN
(Ban hanh kém theo Quyét dinh s6 35/2016/0D-UBND
ngay 29 thang 8 nam 2016 cua UBND tinh Quang Tri

UBND TINH QUANG TRI CONG HOA XA HQI CHU NGHIiA VIET NAM
TEN PON VI Déc 1ap - Tu do - Hanh phic

Quang Tri, ngay  thdng nam 20...

BAO CAO TINH HINH AN TOAN THONG TIN NAM....
I. PANH GIA HIEN TRANG VA DU KIEN
1. V& chinh sach, quan Iy
- Xay dung quy ché ndi bo dam bao an toan thong tin trong hoat dong g
dung cong nghé thong tin:

[] Khong O0Co,s6vanban .................... NEAY.....covvvennnnn..
- C6 thuong xuyén cap nhat cong ngh¢ ddm bao an toan thong tin:
0 Co [1 Khong

2. Ve dau tu
- ba va du kién dau tu vao cac ndi dung nao dudi day:

Noéi dung Nam ....... Dy kién nim tiép theo

Mua thiét bi (phan ctng va

A A \ A . D D
phan mém) an toan thong tin
Nghién ctru st dung phan O O
meém ma ngudn mo
Pao tao nguon nhan luc O O
Cac noi1 dung khac:

- ba va du kién st dung nhitng cong cu nao d€ bao dam an toan thong tin:

Cong cu Nim ....... Dy kién nim tiép theo

Phan mém diét virus O O
Mat khau O O
Tuong ltra [ [
Cong cu ma hoa tap tin [ L]
Chit ky dién tir [ |
Mang riéng 40 VPN [ [
Hé thong phat hién xAm nhap L] [
Nhitng cong cu khac:
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3. Vé tinh hinh an ninh mang va xtr ly su co
- Tong két cac sy cO an ninh mang da xdy ra trong nam:
Sw ¢ So luwgng

Virus

Ltra ddo

Spyware/Adware

Tén cong tur choi dich vu (Dos, Ddos)

No6i dung Website don vi bi thay doi (deface website)
SU CO KNAC: ..

- Muc do thiét hai udce tinh trong nam do cac sy co an toan thong tin gy ra:

L1 Thiét hai gian tlep ..................... triéu dong
O Thiét hai truc tlep. ..................... triéu dong
[0 Chi phi khic phuc: ..................... triéu dong
- Bién phap xu 1y dé ap dung khi gip su cd:
Phwong phap S6 lan
Khong lam gi ca
Ty xur ly

Bio céo cap trén
Yéu cau ho trg tir noi khac
Phuong phdp Khac:........ccooiieiiie e,

- Cong vi¢c ma co quan da thuc hién sau khi khic phuc duogc su co:
O Sira d6i chinh sach/hudng dan
[1 Nang cao y thirc
[0 Pau tu thém thiét bi
[0 Ra soat lai hé théng
[ PBao tao nang cao cho quan tri
[1 Pao tao nang cao cho nguoi dUNg, .......cceeevveiieiieiiieciecieceeee e
4. T6 chire nhéan lyc va bdi dudng nghiép vu:
- S6 lugng can b chuyén trach va kiém nhiém vé cong nghé thong tin:
[1 Can bo chuyén trach vé CNTT, ..... nguoi, trinh do chuyén mén: ........
0 Can bd kiém nhiém vé CNTT, ..... ngudi, trinh d6 chuyén mon: .........
-S6 luong can b thuc hién cong tdc dam bao an toan thong tin trong hoat dong
ung dung CNTT:
[1 Céan bo thuc hién cong tac dam bao an toan thong tin 1a can bo chuyén

trach/ kiém nhiém vé CNTT, ..... nguoi, trinh d6 chuyén mon: ............cocceuvveeee...
[1 Céan bo thuc hién cong tac dam bao an toan thong tin khong la can bo
chuyén trach/ kiém nhiém vé CNTT, ..... nguoi, trinh d6 chuyén mon: ...............
- Pon vi ¢6 nhu cau bdi dudng nghiép vu an toan thong tin:
[0 Danh cho lanh dao va can bd quan 1y, s6 luong duy kién ... nguoi

[0 Co ban/Nang cao vé an toan thong tin cho can b thuc hién cong tac dam
bao an toan thong tin, s6 lugng du kién ...... nguoi
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[ Cho nguoi dung, s‘é lugng du kién ....... nguoi
II. Y KIEN PHAN HOI VA GOP Y THEM

Noi nhgn: THU TRUONG PON VI
] SOTT & TT; (Ky tén va dong dau)



